Responsible Al in
Software Development

Start date @ Location

08-10-2026 Multiple locations
@ Price per participant @ Duration

€800.00 excl. VAT. 1 day (remote)
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Introduction

Generative Alis inevitably transforming the software industry. Tools like
Claude Code or Github Copilot enable developers to code more
efficiently than ever before. While this sparks excitement, it also raises
concerns, and so many stakeholders tend to balance this optimism with
caution. Though these tools are advancing rapidly, to date they still lack
the necessary sophistication to consider various subtle but important
aspects of software products. This training course emphasizes the
importance of understanding this evolution through the well-established
principles of responsible Al.

After a short overview of Al and specifically responsible Al, participants
delve into the complex world of machine learning (ML), focusing on how
these solutions can be compromised. Threats and vulnerabilities such as
model evasion, poisoning and inversion attacks are explained in a simple
way, via real-world case studies and live demonstrations. Finally, we
overview the security challenges of large language models (LLMs),
exploring the practical defenses as well.

The course then highlights the capabilities and limitations of generative
Al (GenAl) tools - like Github Copilot, Codeium or others -, offering
insights into their role in code generation and beyond. Topics include
smart prompt engineering, not only during the implementation phase but
also during requirements capturing, design, testing and maintenance.
Participants will learn best practices and pitfalls of using Al-generated
code, with hands-on labs demonstrating potential security flaws such as
dependency hallucination and path traversal. By the end, software
engineers and managers will have a clear understanding of how to
responsibly integrate GenAl tools into the various stages of the software
development lifecycle.

Target audience

All people involved in using GenAl or developing machine learning
(developers, testers, managers).

knowledge that works

Practical
information

Location
Multiple locations

Duration
1 day (remote)

Frequency
Twice per year

Price
€800.00 excl. VAT.

Included
Digital course files
E-learning module

Certification
HTI Certificate
Microcredentials

Delivery

Open enrdlment (for
individual participation)
In-company (for a group of
employees)

Your trainer

m Baldzs Kiss

1
)

«

’



https://hightechinstitute.nl/courses/responsible-ai-in-software-development/

Objective

e Understand various aspects of responsible Al

¢ Essentials of machine learning security

¢ How to use generative Al responsibly in software development
* Prompt engineering for optimal outcomes

e How to apply generative Al throughout the SDLC

Method

Live, instructor-led online classroom training. Discussions. Hands-on
practice using case studies and live lab exercises.

Program

Abrief history of artificial intelligence

e The origins of Al

¢ Neural networks and “probability engines”
¢ Robustness of ML systems

e Early ML coding tools

e The Al coding revolution of the 2020s

Responsible Al

e What is responsible Al?

e Accountability and transparency

e Mitigation of harmful bias

e Validity and reliability

¢ Lab - Experimenting with reproducibility in Copilot

e Explainability and interpretability

e Safety, security, privacy and resilience

e Security and responsible Al in software development

An overview of Aland ML security
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e A quick overview of ML for non-specialists
e GIGO and other well-known ML pitfalls

¢ Malicious use of Al

¢ Real-life attacks against Al

e Subverting Al to attack others

e Al and ML security standards

e A quick look at ML hacking: evasion

e A quick look at ML hacking: poisoning

e A quick look at ML hacking: model inversion
* A quick look at ML hacking: model stealing
¢ The security of large language models

Using GenAlresponsibly in software development

¢ |LMcode generation basics

¢ Basic building blocks and concepts

¢ GenAltools in coding: Copilot, Codeium and others

e Can Al.. take care of the ‘boring parts™?

e Can Al.. be more thorough?

e Can Al.. teach you how to code?

¢ Lab - Experimenting with an unfamiliar APl in Copilot
e GenAl as a productivity boost

* The dark side of GenAl

e Prompt engineering techniques for code generation
* Integrating generative Alinto the SDLC

e Security of Al-generated code

Summary and takeaways

¢ Responsible Al principles in software development
* Resources and additional guidance
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Ready to register?

Reserve your seat via our website or make a provisional reservation to

hold your place while you finalize your plans.

Have questions?

We are happy to help you find the right course. Reach us at
training@hightechinstitute.nl or call us at +31 85 401 3600.

About High Tech Institute

For more than 15 years, High Tech Institute has been helping engineers
and tech professionals develop the skills needed to succeed in the high-
tech industry. Through expert-led training programs, in-company
courses, and industry events, we combine deep technical expertise with
practical application.

knowledge that works



https://hightechinstitute.nl/courses/responsible-ai-in-software-development/
mailto:training@hightechinstitute.nl
tel:+31854013600
https://hightechinstitute.nl/courses/responsible-ai-in-software-development/

